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Security and Privacy

Hi, I'm trying to improve the security of my site and provide better ways to reach me.

Informal bug bounty

If you find any vulnerabilities on my websites, please let me know! You can reach me at
mailto:tonytash@pm.me, please note that it may take me some time to reply. I don't have a security
budget or a budget for running this site, but I'll try to make up for it.

Onion site

Now live. Access the wiki on sj6q53t6abbricvwnpnxsiz2kxlwtluenqlg4glozeltq45dhzoomdqd.onion for
added security. Maybe broken. This is a low power server and the Tor socket has a tendency to stop
working.

Update: currently offline since I'm using the port the TOR socket listens on for something else.

I2P site

This server is currently not on the I2P network. I will reconsider setting it up when I have time.

Todo list

Set up tor site Done!
Set up i2p site
Fix peertube or odyssey
Actually get owncast running w/o a simple proxy
Try to get JPEG-XL images here waiting on browser support first.

Ways to chat

Email
Make sure to use my public key
Encrypt messages using key:

-----BEGIN PGP PUBLIC KEY BLOCK-----
mailto:mailto:tonytash@pm.me
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-----END PGP PUBLIC KEY BLOCK-----

Yes it's a janky way of putting a public key, but it's here in case the Nextcloud share expires (or
gets edited)
I will fix this later.
IRC

now on libera instead of freenode
XMPP
I have OTR for Matrix, IRC, Telegram, XMPP, and (maybe) Zuccbook, Discord and SIP if you notify
me ahead of time.
Mumble

On this server: tonytascioglu.com, default port
Login with password TechnoTonyMurmurServer1234 or something like that
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