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Security and Privacy

Hi, I'm trying to improve the security of my site and provide better ways to reach me.
Informal bug bounty

If you find any vulnerabilities on my websites, please let me know! You can reach me at
mailto:tonytash@pm.me, please note that it may take me some time to reply. | don't have a security
budget or a budget for running this site, but I'll try to make up for it.

Onion site

Now live. Access the wiki on sj6g53t6abbricvwnpnxsiz2kxlwtluenglg4glozeltqd5dhzoomdqd.onion for
added security. Maybe broken. This is a low power server and the Tor socket has a tendency to stop
working.

Update: currently offline since I'm using the port the TOR socket listens on for something else.
I12P site
This server is currently not on the I2P network. | will reconsider setting it up when | have time.

Todo list

e Set-up-tersite Done!

e Set up i2p site

* Fix peertube or odyssey

e Actually get owncast running w/o a simple proxy

* Try-to-getJPEG-XLimages-here waiting on browser support first.

Ways to chat

e Email
o Make sure to use my public key
o Encrypt messages using key:

mQGNBGJIn1YUBDACyYJZp9X0pRonAL3fxQFDCqgFrW/v7iFopAi5i6qvArucTcNmgX9
X09isR1nhYyRfripzFVxou0CD4b1jh3iAXTX8vxP6alyjU8S1LfrIi8w2SsMmyCN4
1D1xa4j0d5sT4J+RcAPs7iBNW+yJVngFMHCaGoXJ9RicL4PBga76CFONLktpz25R
vB8WICjgMeQ8kTfEzkz60R3+FmD5x2QnDZ7FP19dCGQIWuUWXCiYuFSQwKhe7A2GxpR
INVBW3rYW2xJGOkiVW3/kT4gbS1JrhqSlb7r/5S6N2Cq8CIR8hh7u3KsFtB1HGUM
zKaunktBgqJUWHMZhNYhOG8TP3hiPBm1K08tG2mvkwLWs fMLRLCWMSpF3VNeMgLt
vzWO0jB75bRdz3r+QiNfel51PW9rn9+n/Zq6qUDGt j Ty5Q8CO9vwkfME7gRKe05Zzc
vxfLtaBc4KEoRImM9w+7u2SjaMSAEe4Qq0rGrOpjWGOfzXCjdEQYzryKnDN3037x
vhKd8ID+oWMaC9MAEQEAAbQNVGOueSBUYXNjaw9nbHUgPHRvbn1AdG9ueXRhc2Np
b2dsdS5jb20+1iQHUBBMBCAA+FiEEVAG3L7h93evTHAMN3MASUXz4mQMFAmMIn1YUC
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 fGal
IXCKoMLZu2ecoPm7V9190Az0j 7 fkwDn+ThMbMNLHs4b9GalTObX2VzNNbyeZISt/
FYVOa+Dn/pvrlFYfsdBgqTudBWlp5ddLgLk5FRiORpulh40KzVicCR+zKKtXpTNNK
GN3cCE4yziH6e5tCwL67QuvROMAOGZwmeOFAMWQNRAZ3r2V5ZvenTE9cxtP7Fg+a
YAG94LOASAhRONS6VKTNQMuV5rhKfSsZTxxnxB1lXnGbMts1aG9AI5gBRLQ96IVaCa
QpdKzfE51484bsd3Qm3srkbLf+zAveqIM7zalk2ZFktcvuomiN/RZNym7JYIFs1X
g+L2F7SgodN1eNcAEQEAAYkBVAQYAQQAJhYhBLwBty+4fd3rOxwl]jd5gE1F8+JIkD
BQJ1Z5WFAhsMBQkDxDn7AA0JEN5QELF8+JIkDUDgL/j fOyTgwM8tVKpfd1RKhdAFT
ByfgBOTICwvhpcIysJOtMjPblGZQtBd1SXUiQGbgnQHPqUIwWIYQYabT6 LWyvmoGC
ePfqLLSHeWh5ap6EY rIuANbigS3k87wv2LLifQ92YrCIoJw5PcHIUAr+663Ix0xN
e76Diselw8IissZi879RWLVWYptaUeoiRUBK1w8Kkyf/dKuHDQ7Y81Y09IIChIx+i
8JIxwWk9pD+AD8c7pKuRaislTEN383+RIr8LaKF1LhOkoIr77ixA+/jHylOX0IDTK
VIE9KKCFBuoeHh64Q/BgBhLmy4QSTZj8Y70NkHwFx/NRNXYxDUJ1Vv4JCqag/Fgb
eKd+qv/npgGGTfWazlpvU824eZ0pzOBLROXx8eDBLIMt8aSUvSZhmb8LWgYzDShFJH
ugnurLIXu0dqlo51Db1Bqf+2kgilDkOKOazGU9+atC2D8oveEcUMAZ1967NMoM1lb
Y1LRWpe+1/Ctrgc8e5rpUc3TofihrgDfyGEOES731MA==

=a3My

e Yes it's a janky way of putting a public key, but it's here in case the Nextcloud share expires (or

gets edited)
o | will fix this later.
IRC
o now on libera instead of freenode
XMPP

me ahead of time.
Mumble
o On this server: tonytascioglu.com, default port

o Login with password TechnoTonyMurmurServer1234 or something like that

| have OTR for Matrix, IRC, Telegram, XMPP, and (maybe) Zuccbook, Discord and SIP if you notify
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